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INSTRUCTION NO. LI 70-15
LI 70-15 RECORDS
7 October 1975

SUBJECT : Implementation of the Privacy Act

REFERENCES: (a) HN
(b) Privacy Act of 1974 -- pL 93-579 =
(¢) Federal Register dtd 28 Aug 75

1. GENERAL

This instruction sets forth the requirements and responsibilities for imple-
menting the Privacy Act of 1974, Procedures contained in this instruction
became effective on 28 September 1975,

Office of Logistics (OL) has five records systems falling under the provi-
sions of the Privacy Act:

(a) Parking Permit Files - CIA 16

(b) Vehicle Operators Files - Cla 17

(¢) Personal Property Claims Records - CIA 18

(d) Equipment and Supplies Accountability Records - CIa 19
(e) Logistics Security Clearance Records - CIA 20

(Instructions concerning access to and maintenance of personnel soft files
will be provided by the DD/A).

fying number, Information published in the Federal Register provides an
individual with sufficient information about the records Systems to enagble
him to determine if the system contains any information about him, Proce-
dures by which the individual may request information, amendments or cor-
rections thereto, have been established by the Agency, The act also
provides for the individual to be advised of, and give written consent for,
disclosures of information made from these records systems that are not in
accordance with the routine uses as set forth in the Federal Register.

2. RESPONSIBILITIES
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information from the records are made in compliance with the provisions
of the Privacy Act and that safeguards to protect data from unauthorized
alterations are established. All employees charged with the maintenance
and operation of these systems must be made fully aware of their respon-
sibilities as set forth in HN [JJj ¢td 26 Sep 75, and should be familiar
with the description and uses of the particular system as published in the
Federal Register. Access to these files must be limited to the employees
of the office in which they are maintained.

STATINTL

a. Conditions of Disclosure

Disclosures of information from these records may be made to Agency
personnel who have a demonstrated ''need to know," Unless the dis-
closure of information falls within one of the following categories,
written consent of the individual is required prior to the disclosure:

(1) Disclosure to employees, of the Agency which maintains the record,
who have a need for the record in the performance of their of-

ficial duties;

(2) Disclosure which is required under the Freedom of Information Act.
{(FOTA); .

(3) Disclosure made for a routine use as defined in the notice of
records systems published in the Federal Register;

(4) Disclosure made to the Bureau of the Census;

(5) Disclosure to a person or another agency for statistical research
or reporting purposes;

(6) Disclosure to a law enforcement activity provided the head of the
agency or instrumentality has made written request to CIA;

(7) Disclosure upon showing of "compelling circumstances'" affecting
the health or safety of an individual;

(8) Disclosure to the Congress or the Comptroller Gene;al; or

(9) Disc¢losure pursuant to g court order,

b. Accounting for Disclosures

A record must be maintained that accounts for all disclosures made
outside the Agency. The following information must be included in

the accounting and maintained in the individualls file: '
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(1) Date, purpose, and listing of the record(s) disclosed (single
document, folder, etc.). -

(2) MName and address of the person or agency to whom the disclosure
As made.. :

¢. Safeguards

(1) Only those personnel who maintain the records shall have access
to the files,

(2) Disclosures of information will be made only after a determination
is made that the requestor has a '"need to know."

3. PROCEDURES FOR PROCESSING PRIVACY ACT REQUESTS

Requests from outside the Agency for information from any of the 0L records
systems will be initially received in the Information and Privacy Staff
(IPS), DD/A, These requests will be sent to the Executive Officer (EQ),

. OL, and then forwarded to the staff or division responsible for search and
reply. Replies to search requests, including anv documents, will be returned
to the EO/OL who will make the determination whether the information may be
released to the requestor.

4., REPORTS
A weekly fep-e_rtg r-m_.l_e-i-:_"l-a_e Submltted to the DD/A on man ~hours expended in proc-—

essing requests, plus any additional costs incurred to comply with the STATIN
act. This report will be submitted by the EOQ/0QL.

MICHAEL J./MALANICK
Director of Logistics

ATT:
Excerpt from the Federal Register
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ExCERPTARPRORVRE 19 Relgase £002/02/] 9AthL|f§tR 5785 ATTACHMENT

. . : Cla—16.
System name: Parking Permit Filas.
System location: o oo
Canmal Intelligence Agency -
“Washingtom D.C. 20503 - :

Categories of individuals. covered by the system: Fmployes=s. .

Catevories of records In the systern: Records ineluds name, vehi.
¢le lcense numker, office designaton, locaton, and extansion.

Authority for mzintenance of the systemi: Section 506(a), Federl
Records Act of 1550 (44 U.S.CY, Seezion 3100, . _

Federal Property Management Regulation Det? (G3SA)

Routize uses of records maintined in the system, including catIgc.
ties of users and the purposes of such uses: Used by Ag=ocy em-
Ployees raspoasitle for allocztion and conmrol of parking spaces at
the Headquarters Buidding,

Pelicies and prectces for staring,.
2od disposing of records in the sytem:
Storage: Paper. T ST
Retrisvability: By name, vehicle licenss number,

mu;ievi:ng. accessing, retaining,
assigned parking
Safegnards: Stored in safes, vaults
o staff employees, )
Reteation and dispesal: Records marked void upon updatng of in-
formation or upon cancallation of parking permit’ _ ) :
System mapager(s) and address ’
Directgr, Office of Logisdcs
Central Intelligence Agency.
Washiogton, D.C. 20503.. . - ’
Nodficaton procedure: Individuals seeidng to learg if this systam
of r=cords contains informatog about them stould direct thoir
inquiries- to; : 2
Privacy Act Coordinator-
Caxrra| Intelligence Agency
Washingron, D.C, 20505.~ :
Icdentfication requirements are specified in- the ClA rules
Tublished {3 the Federal Registar (32CTR I9QLI3). Individuais must

or secure area. Actess limited

.'\.,

-comply with these nules.

Record access provedures: Request from individuals should be ad-
dressed as indicated in the ooufication sacuon above, .
Centesting’ recnrd procedurss: The Cegrrml Inteiligencs
regulatens for access to individyal recorda,
tents therzof, and for apprealing an imitial

Agency"s-
for disputing the con-
determination by CLa

" congsming 2ccass o or corecdon of records, are promulgated in

the CIA rules section of the Federal Register,
Rezord source categordes: Einployees,

CIA—-17.. .- - o
System pame: Vehicle Operators File. -

System Iocation: - - . .

Central Intellizenca Ageney / .
Vashingtoa, D.C. 20505. ‘ :

Catezories of individuals caversd by the system: Employess.

Czatezaries af recnrds in the s¥stem: Name, medical qualification
forms. score sheets for driver's test, registers of permits issued and
records regarding accidents. Accident report recerds include zotics
“afa and mvestgation. reponts m additon to information on vehicls
mvalved, . -

Aoty for mantenanes of the system: National Security Act of
1247, a3 Amended—Public Law 30-253.

Central - Intelligance Ageney Act of 1949, ax Amended - Public
Law 31-110, 1 - S
J'Ec::'dcn ~0&(a), Federal Records Agt of 1950 (44 U.S.C.. Section

19 ';‘). - * :

" Qoutine usex of recorcy maintiiped in the s¥stem, including catego-
ey of vsers and the purposs of such usey: Used by Ageney sme-

ployees for issuing officia] U.5. Govercment driver’s licenges and
renewals, "

. For review by CTA officals in aecident casay,

A rezerd om o this svaiem of meards may ke disclosed as a
“mudne uae 9 3 Faderr], stare or weal azency maintiniag civi.
STLmadl o ether relevant enforcarme
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tnent information. such as current licenses, if necsisary o ot;f.‘ain
informavon relevant to any agency decision conceming the hiring
or retention of an empioyes. the issuancs of a security cleamnce,

- the letting of a contract, or the issuaace of a license, grant or other

benefit
Policies and practices for storing, retrieving, accessing, retaining,
and dispasing of records in the sytem: —
StoragerPaper -
Retrievability: lndividual name or driver’s permit number.
Safegnards: Physically protecied in a secure area Accsss is
lmitzd to 2mmployees who have the nesd-io-kpow.
Retention and dispesal: Desgoyed by burning three years after
licanse is no longer valid. Accident reports are desioyed six years

-

System mansger(s) and address; . .
Director, Qffice of Logistics '
Central Intelligencs Agency
Washington, D.C. 20505. C ‘ s

Notification procsdure: Individuals seziking to learn if. this system
of records contains information about them should direct their
inquiries to: — o . . "

Privacy Act Coordinator -
Central Intelligence Agency )
Washingtoa, D.C. 20505. : :

Idendfication requirements are specified in the CLA  rules
published in the Federal Register (32CFR 1901.13). Individuals Onist
comply with thesa rules, - : .

Record actess procedures: Request from individnaly shoeld be ad-
drassed as indicated m the nodfication section atove. -

Contesting record procadures: The Canoml Intelligence Agency’s
regulations for acesss to individual records, for disputing the con- -
ieats tiereof. and for appealing an imidal determinaton by CLA.
<oncerming ccess 10 or sorrecton of racords., are promulgated n
the CLA rules section of the: Federal Register..

Record source categorien: Individual,s ,

-Ageney officials, - . - ‘

Federal, Stats and local law enforcement 2geacies in casas when
employes is mvolved in an auto accident, :

i _ CLA—18. - .
System game: Parsocal Property Claim Records.

System location: ’ -

-

— . =

-

-

Central Inteiligence Agency -
Washington, D.C. 20303,

Categories of individualy covered by the system: Employess and’
former employees.

Categories of records in the systam: Clzimant name, address, ga-

-ture and loss or damags. to personal <ffscts, including inveatory of

items. |, ¢ )

Autboricy lor mmaintenance of the system: Natdonal Security Act of
1547, as. Amended—Public Law $0-253. . -
soond Tatelligence Agapey Azt'of 1949, as Amended—Public
Law 31-110. N ’
Sectjon I06{a), Federal Records Act of 1950 (44 1:5.C.. Section
3101, ’ o .

Routine uses of records maintained i the system. including catezo-
ries of usars and the purposes of such uses: Claims Reviaw Roard
determines amount of financial loss sustaiced by claimant

Reimbursement for property loss. - .

A resord from this system of records may be ciselosed 13 2
“routinz use'' 0 a Federal, siate or local afsncy malntaining v,
criminal of other relevant snforcement mfermaton of other ¢

inent information, such as curreat lcanses, if necussary o ¢
micrmation relzvant to =n Ageacy dacision coaceming the hizaz or
reténtea of 3a employes, the issuapes of a security claaranca, e
l2rting of 2 conmact, or the issuancs of 3, license, grant or oth=r

eoofit,

~—

Palicied and proctices for storing, retricving, aceessisg, retadning,
and dizpasing of recoeds in the sytem:
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Storzge: Paper.
- Retrievability: By aame.,
Safesuards: Information i5 stored in safes or secure :L.e.as. Access
is lunited to stzif employess working on such cases.
Reteption and disposal: Records are dcsuoycd bY burmr:g rwo
vears alter {inal action on case. ’
Systern mamrges(s) and address:
. Direcror, Office of Logistics -
Centxnl Intellizencs Ageacy ’
Washimrton., D.C, 205035,

Notificaticn procedure: Individuals seekmg to leam if this system
of records coctains informaton about them - should direct their

inquiries. to: L.
Privacy Act Coordmator
Central Inteligence Agency
Washinmon, D.C. 20505,
ldeatficetion requirements are specified in the

-

Cla

comply with thess rules; -

dreszad ag indicated in tha gotification secton above.

Contesting record procedures: The Cenwal Intelligence Agency’s
regulations for access w individual records, for disputing the con-
tents thersof, and for appealing aa inital determinaton by CIA -
concerning zcoess 1o or cormecdon of records, are promulgated in

the CA rules sacdon of the Federal Register, .

Record source categories: Individual concerned and ~arious Agsn-
cy staff elements involved in processing and ad)udxcanon of ¢laims.

.

: A1,
Symm e Eqmpmé.-at and Supphr.:s Accountabiity Records
Syst=m le<ation: -
Central Int=lligence Ageacy ) -
‘Wasmimgton, D.C. 20505. ’ -
Categorics of individuals covered by the system: Employees.
Categories of records o the system: Name, signature, oifice loca-

dom. eleshoge extansion aad item of zovemment equipment In
lean or charged w the emploves. -

Auihority for maintenance of the system: National becum:‘f Act of
1947, as Amended—Public Law 80-253.
Cenmal Intslligence Agency Act of 1949, as -\mcm..ed-—-?ublxc
. Law 81-110.
Section $06(a),. Federal Records Act of 1930 (&2 U.S. C Section
3101

Toutine uses of records maintoined in the system, including catego--

ries of users and the purpeses of such usest Usad by Agency officials
who control and account £or government nonexpeadable’itema.
A recoid fmm this system of records may bSe disclesed as 2
“rautine use” to a Federzl, state or locai agency maintaining civil,
criminal or other relevant enforcement mformation cor other per-
tinent wiopmatea, such as current liczns2s, if neccssary to obtain

information reievant to an Ageacy decision conceming the hinng or -

retzaton of an employ=e. the issunpes of a se< urity clearancs, the
leiting of a coatyact, or the issuance of a licsnse, grant or other
benefit, .

Policies and practices for s:orh:g, retrieving, accessing, retaining,
and disposing of records m syte.m

Storaze: Paper.

Petdevability: By name,

Safesuamds: Physically protected in secure areas. Only employess
charzad with the responsibiity of controlling 3overnmment property
Bave access. .

TNeteotion and dispesal: Sigmamre card is rsturned to individual
chacged upon reoum or item. Record is destroyed by burming afrar
inventory adjustmant W property records.

Systern magager(s) and addresss

Dirzetor, Ofes of Logisdes-
Cantrzl Intelligenca Agzency
Washington, D.C. 20305,
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tification procedure: individuals se=king to learn if this systam
of records contains momuon apout them should dirset their 4
mqu.mcs o -
Privacy Act Coordinatoe ' -
Centtal Intellizencs Ageniey -
Washingtoan, D.C. 20305, -
Tdentfication requirsments are specified n the CLy rues
published in the Federad Register (3ICFR 1501.13). Individuals must
comply wath these rules. .
Record access procedures: Raquest froem individuals shouid e ad-
dressed as indicatad in ke notfication sestion above.
Coatesting recerd provedunes: The Ceatral Intslligencs Agency’s
regulations for access 1o ndividusi recerds, for dispudag the con-
. tents therzof, and for 2ppesling =n iniual dstzrmination by CI.A
' concerning access to or c.m—e';uen of records: are pmmu.lgucd iy
i the CLA ruies scetion of the Federal Radister. :
i Record source categories: ndividuad soncerned and appmpnate
v 1<'r.cumable property officers..

[ CIA-=20, | -
Systemn name: Logistics S:.cuntx Clear.-_nca Rccorda.
Systzal loention:-

Central Tatelligance r&gency . -
Wasmnmn. DC. 10503, FPR o

CA{Q’PQ ies of individusals covered by the systcm. Commerczal con-
tragLors a.nd vendors, persoas ia the private sector associated with.
the Agency, aad imdividuals ip other govcmm\.nf. azcncxes con-
tacted for laison purposes.

Cateﬂones ol records n the system' Btomptuc data inciudiag
.garhe, address, posidon, 2od security clearance keld

Authority {or mzinteaaace of the systom: N...nou:d Scc:mt'/ Act Qf
1947, as Amended—2ublic Law 80-‘“73

Central Intefligence A.ge-ncy Act of
Law §1-110.

Secrion 508(a). Fedeml Records A\.:
Hol)..

Routine uses of rﬂ:ords maintained in lhe sysxr_m. mciudmg categ
ries of vsers and the purposes of such nses; Used by staif employe
in conducting Agazncy bSusinezs with the commertial sector an
liaison with other Zovernment agancies.

1949 T Amcndcd—?ubl.\c
of 19‘0 (44 U.S. C.. Secton”

Policies 2nd proctices {oc stonug, reirieving, ac:essmg mtammg.
and disposing of records im mc sytems: - )

Storager Paper. o

Retriavability: By mdxwdual or company name. -
Safeguards! Informaton stored ia safes, vaults or securs arsas..
‘Access is limited «ostall-emplovess witl the aced-to-know.

. Retendon and disposal: Resords d2sgoyed upon expuzdon of
cleamncc Clearances may be revalidatad. tarce: years after- u:um.l
- approval. . . - .
System mnna?ens} and address:” - . - SO el T

Cirector, Offics of Logistes ~ T T
Central [nteliizence Ag=ncy LT Lo
Wasbington, D.C. 203035. - o :
Natiticstion precedurs: Individuals” =eekmg to leam if this systam
of records contaims informadon about Lhem should direct Lbexr

nquirics toz - . - . .
© Privacy Act Coordinator - « e - B
Canural Intelligeace Ageney - . 7 - T 3
Washington, D.C. 20305. . -
Identification recuirements _are specified 'in the CLA:- rules

pubtiished in d’lc Federal Qd;xs-ter (32CER l‘SOl.lE)(EEdividu:ds must
comply with niies.

Record access proveduress Reguest from L..d.\\ndu_ls soould be ad-.
dressed as incdicatzd in the cotFicaton saction above,

Coutesting record drocedures: Tas Cenwmal nieilizancs Ageacy’s
regulauuns for zccess to.individeal records, for disputing the con-

ionts thersof, and for oppeziing an imidal detsrminadeon oy CIAS
mnccr—unv 2ogess to or correcton of rgcord.s, are. pmmulu;a'cd in
_ the CLA rules seston of the Faderal Redister.

Record 'scurce catezcriss: Information oblzined from :'ndi-n'du."

A\,..ﬂ'

coucemed and certifization of clearance from Cilice of Sezudiy.
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